Abstract
Introduction
The increased processing capabilities of today's modern computers have contributed to the widespread use of 3-D models in several fields, such as in entertainment (video games, and movies), the medical industry (3-D visualization of medical data, education, and training), and the Internet (3-D virtual worlds and e-commerce). In turn, the protection of 3-D models from theft or tampering has received much attention in the literature. An effective measure that overcomes the limitations of traditional encryption is digital watermarking, i.e., a research field that deals with the process of embedding information into digital data in an imperceptible manner to identify the origin, owner, use, rights, integrity, or destinations of multimedia content (e.g., digital images, video, audio, and 3-D models). The first requirement of digital watermarking techniques regardless of the addressed media or application is imperceptibility. Imperceptibility refers to the perceptual similarity between the original and watermarked data. Ideally, the perceptual quality of the watermarked media must be identical to the original. Recently, considerable progress has been made in 3-D watermarking, where the main focus has been on triangle meshes, which is the most common digital representation of 3-D models due to its simplicity and usability.
Watermarking 3D models can be broadly divided into spectral domain watermarking and spatial domain watermarking. Researchers have tried different types of spectral domain watermarking but all of them have their limitations and deficiencies. An example of spectral domain watermarking with Laplacian analysis can be found in [1] , [2] . As stated in [3] , the spectral domain watermarking has two serious problems. First, the computation time increases rapidly with mesh complexity due to the diagonalization of the Laplacian matrix. This problem forces the authors to cut the mesh down into multiple patches. Secondly, the analysis procedure depends entirely on the mesh connectivity, which makes the watermark too fragile.
In spatial domain, Yeo and Yeung [4] proposed a fragile algorithm; the basic idea is to search for a new position for each vertex where tow predefined hash functions has an identical value, in order to make all the vertices valid for authentication. To avoid causality problem, Yeo and Yeung proposed a traversal procedure, it solved the causality problem but kept the watermarked mesh fragile to vertex reordering. For more details about the causality problem refer to section 2. Chou and Tseng [5] solved the causality problem by introducing the adjusting vertex method. In their watermarking algorithm, one of the two hash functions is dependent on the center of the vertex 1-ring neighbors. Another trend have been adopted in spatial domain watermarking, the new trend is to embed a large amount of secret information in the mesh in order to use it as a covert channel examples of this trend can be found in [6] and [7] . Cayre and Macq [6] , proposed a watermarking technique by choosing the projection of a vertex on its opposite edge. The procedure didn't completely solve the convergence problem. A higher capacity, which is about 3 bits per vertex, is achieved in [7] by applying a multilevel embedding procedure. This procedure is successively updating the parallel, vertical and rotary position of the vertex related to its vertical edge. As stated in [3] , the high-capacity algorithms has the lack of fragility, also they are not invariant to similarity transformations. For more robust watermarks in spatial domain, Yu el al. [8] proposed a non-blind robust algorithm. Vertices are divided into several groups; each group has a secret key. One bit is inserted by modifying the lengths from its member vertices to the gravity center of the mesh. That scheme was robust but has the lack of embedding size. Benedens [9] , [10] proposed the "Vertex Flood Algorithm" or VFA. VFA modifies the Euclidian Distance of vertices to a starting point on the mesh surface. The connectivity of the mesh is only needed for finding a specific start triangle within the mesh. VFA solved the causality problem efficiently but still has the drawback of the convergence problem.
In our work we have proposed an efficient technique for traversing the 3D model, namely the Contagious Diffusion Technique. The Contagious Diffusion Technique has solved efficiently the two common problems of mesh watermarking, the causality problem and the convergence problem. The Contagious Diffusion Technique has solved the causality by means of traversing the 3D model so the order of embedding is well known. Accordingly, the effect of disturbing the previously embedded bits has been eliminated. In the extraction process the traversal path helped to find the track or the stream of the embedded watermark. The Contagious Diffusion Technique traverses the triangular mesh model and embed one bit in each triangle. The embedding is done by dividing the base edge of the triangle into small segments. The number of the segments in an area changes according to the roughness of that area. The number of segments in the smooth areas is increased to minimize the vertex position update. In the rough areas the number of the segments will be decreased, so the perturbing of the vertex can't be noticed. Accordingly the convergence problem is resolved. The visual quality of the watermarked mesh is high due to the elimination of the most common problems in mesh watermarking, i.e. the causality problem and the convergence problem.
Problems of watermark embedding
Most of the fragile watermarking techniques follow the concept of [4] , in these schemes the watermark is embedded by slightly perturbing the vertices in order to keep them in some predefined relationship. There are two common problems of fragile watermark embedding, the causality problem and the convergence problem. The causality problem occurs when one vertex is processed to keep it in predefined relationship. It will affect directly perturb its neighbor vertices embedding relationship. The convergence problem arises while trying to embed data in a vertex; and the vertex has been highly perturbed before reaching the predefined relationship.
The Causality Problem
The location of a former processed vertex will be changed by perturbing the latter processed vertex. In Figure 1 , suppose it's required to embed one bit data in V 1 , the concept of embedding one bit in the vertex V 1 of the triangle V 1 V 2 V 3 is to divide its base V 2 V 3 into two segments; one segment represents 0 the other represents 1. Suppose a bit 1 is embedded in vertex V 1 of Figure 1 -(a), to change it to 0 V 1 should be moved to 0 segment to the left, as in Figure 1 -(b). Now if it's required to continue embedding data in the same triangle by embedding 0 bit in V 2 , V 2 will be moved in order to have a projection on 0 segment. Unfortunately the value in V 1 has been affected by embedding data in V 2 , since the value of the embedded bit in V 1 is changed to 1. To avoid causality problem, we need to embed data in a predefined order for vertices (V 1 ,V 2, V 3 ), and constrain the calculation of the location index for each vertex on only the vertices that has been processed. In the above example, V 1 processing will depend only on itself, V 2 processing will depend on itself and V 1 , V 3 processing will depend on itself, V 1 and V 2 , In our procedure we have solved this problem by means of the Contagious diffusion technique, see section 3 for more details. 
The convergence problem
In embedding stage, it required to perturb all the pixels in the model to every pixel value index equal to the pixel's location index. In practice, some vertices should be perturbed more and more until it satisfy the requirements. In Figure 2 , V 0 has been moved to a position that heavily distorted the structure of the model in order to reach a predefined relationship. It is possible that the requirements can be met after the structure has been heavily distorted or the requirements will never be met. One of the major drawbacks of the convergence problem is that the perturbing distortion can't be controlled by the user; instead we proposed a new technique in which the data is embedded according to the roughness of the surface. The visual quality of the watermarked model is maximized due to the elimination of the convergence problem.
The Proposed algorithm
Our proposed algorithm -as shown in Figure 3 is to extract the vertices from a 3DS file into the VBT. The PNT or the Polygon Neighborhood Table is extracted from the VBT to obtain high efficiency model navigation. We navigate through the model by using the Contagious Diffusion Technique [10] , the watermark is embedded by a small change in the vertex location.
Extracting VBT and PNT from the 3DS file
The 3DS file is saved on the hard disk as chunks; each chunk has a unique address. Our algorithm extracts the chunks that represent the model vertices. The vertices are then saved into two tables, namely the VBT -The Vertex Body Table and PNT -The Polygon Neighbor Table (Figure 4) . VBT represents the vertex coordinates, also it represents in which polygon the vertex exists. PNT represents the neighborhood of the polygon. To extract the PNT, we search for a polygon sharing the same edge with the current polygon. We notice this way is a time consuming since the search will be done by comparing each edge (two vertices) with each other two vertices in the entire table. When a matching edge is found, this means the edge (two vertices) belongs to the same polygon and the two polygons are neighbors. Instead VBT is adopted in the extraction procedure of PNT. This increased the efficiency of our search procedure by reducing the search range. Using the VBT, the number of candidate polygons needed to be searched and compared will be reduced. To build the PNT, we first visit every polygon and find its edges and corresponding vertices. We then check the VBT to determine whether there are any edges shared by two polygons. Since every entry of the VBT contains a small number of polygons, the checking is efficient and fast. As a result, employing the VBT can construct the PNT efficiently, leading to a faster determination of a polygon's neighbors.
Contagious Diffusion Technique
The Contagious Diffusion Technique has been adopted to navigate through the model; it creates a navigation or traversal path. This technique is inspired by the concept of epidemic, which can spread widely in a short time. The polygon has three states, as shown in Figure 5 . The first state is Suspected, means it has no embedded data, and its entire neighborhood has no embedded data. The second is Infected, means some of its neighbor are infected others are not. Finally Immune means all the polygon neighbors are entirely infected and have embedded data. First we check the status of the polygon (Figure 6 ). If it is Immune, we transfer to the next polygon; otherwise PNT is used to find all the neighbors of the current polygon. Moving counterclockwise we check their statuses one by one. For security, we do not use the order derived from the counterclockwise approach. Instead, we apply (1) to determine the first triangle for message embedding. In this equation, T first represents the identity of the first embedding triangle, and S j is a pseudo random number sequence (PRNS) which is generated from a "split key." (1) If the neighbor polygon is suspected, it will be used for embedding data, otherwise it will be ignored. This procedure will be done until we finish embedding data in all of the neighbor polygons, then we set the current polygon status to Immune. This procedure solved the causality problem since no single triangle is being processed twice. In addition it defines the path that the procedure will take in both the embedding and extraction phases.
The NNM embedding procedure
The main idea of hiding data into polygon vertices is to divide the polygon base into small segments and then shift the vertex position to new location related to these segments. The shift will be done according to the value of the secret bit. We have three cases, the first case is that the secret bit is equal to the base segment in this case no shift will be needed. The second case is that the secret bit is not equal to the base segment and the nearest neighbor segment which is equal to the secret bit is on the right side, then a move is done to the right side Figure7 (b). The third case is that the secret bit is not equal to the base segment and the nearest neighbor segment which is equal to the secret bit is on the left side, then a move is done to the left side segment Figure7 (a). The new location will be used to determine the value of the embedded bit, Figure 7 shows how to embed bit "1" into the vertex V c . Notice the original value of V c was "0", this means, in case of it is required to embed "0" into V c , no shift will be needed. The idea behind base edge segmenting is to divide the base into consecutive 0's and 1's segments. The number of segments can be calculated according to roughness R of the surface. In other words when the surface is very rough, the HVS -Human Visual System will not be affected by any significant change or perturbation applied to the vertex position, so the number of segments will be decreased.
While if the surface is smooth, any change will be noticed, so the number of segments  will be increased. The roughness of the surface R is calculated according to the angle between the triangle and its neighbors. It is assigned a maximum value with angle values 0,  2 and zero with  . The mathematical representation of the roughness measure R can be obtained with, The number of the segments  will inversely proportional to the roughness R, i.e. when R is increased  will be decreased and vise versa.
The calculation of the "Move" or the shift to the neighbor pixel will be calculated according to the following criteria; suppose P is the target point with coordinates x, y, z. the vertex V c in Figure 7 will be moved h distance, h distance is equal to the segment length, V a coordinates are x 1, y 1, z 1 and V b coordinates are x 2, y 2, z 2 . The coordinates of P can be calculated by using:
Where L is the Euclidean distance between vertices V a and V b , which can be calculated with
Message Extraction
 R Extraction process is approximately the opposite of the embedding process. The 3DS file is scanned to extract the VBT and PNT. The PNT will be used by the Contagious Diffusion Technique to make the model Traversal, i.e. to create a path through the model. The navigation through the model is done through that path. The base edge will be segmented according to the roughness measure. The third vertex will be projected on the base edge; then the corresponding segment value (0 or 1) will be extracted. This process will be repeated until the whole message is successfully extracted. The procedure is blind-watermarking, i.e. the original 3D model -original 3DS file -is not needed in the extraction process.
Experimental Results
Our procedure NNM has been applied on a variety of 3D models. The representation method is triangular meshes. The triangular meshes are common in 3D representations as it is easy to implement and update. The operations like simplification, sampling and compression can be done easily on triangular meshes. Even if in some cases the polygonal meshes are not triangle, most of applications convert it to triangle mesh. The OpenGL library has been adopted to implement our experiments. The 3DS files are loaded to OpenGL environment. The VBT, PNT tables are then extracted as a database tables. The file to be embedded is converted to binary stream. The data then stored bit by bit, one bit for each vertex.
To measure the SNR of a 3D model the following formula is used Our experimental analysis will be according to the following goals: Invisibility, capacity and security. There is a trade-off between capacity and invisibility. As the capacity of the embedded data is increased, the visual quality is reduced and vice versa. This leads to an easy to detect watermark. In our analysis we have used 1 bit per vertex capacity, the same capacity as [5] , [6] . In their approaches and ours, the watermark is robust and invisible compared to the high capacity approaches like [9] , [11] . In Table I , we have shown experimentally the trade-off between the embedding capacity and the visual quality. In [11] the embedding is done on 3 levels, the extension, sliding, and rotation levels, so the embedding capacity is 3 bits per vertex. While in [12] the embedding capacity is < 1 bit per vertex. The table shows how our method introduced less distortion than the high capacity approaches -we took [11] as an example -also our NNM procedure introduced less distortion than other roughness adaptive approaches, as in [12] . The number of segments has a direct effect of the visual quality of the model. In Figure 8 , when the number of the segments is very small, the quality will be degraded due to the frequent occurrence of the convergence problem. In addition when the number of the segments is very large this will result in extraction errors. The extraction errors will arises due to the very small segment length. Our solution to this problem is to make the number of segments adaptive, i.e. the rough areas on the model will be assigned a small and the smooth areas will be assigned a large . Our method introduced no errors in the recovered message even after applications of arbitrary selected affine transforms to the watermarked model. Visual results of the cover and the watermarked models of the Chesspawn, Spaceship and the Helmet are shown in Figure 9 . The distortion value and the visual appearance shows no distortion for the watermarked model. From the security point of view, it is difficult for an attacker to find the path over the model. It is impossible for an attacker to find the stream of data unless he has the embedding key which is not easy to obtain. Having our algorithm with those security requirements, our algorithm is completely secure in the cryptographic sense.
Conclusion

